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Senior IDAM – ForgeRock Software Engineer
Description
Software Engineers have experience overseeing software development projects,
writing optimised code, and provide technical leadership to a team of software
engineers. They are responsible for the quality and functionality of the software
produced by their team.

Please note AUSTRAC requires an IDAM (ForgeRock) Engineer for this role which
has been aligned to Software Engineer job family.

Key duties and responsibilities
The duties & responsibilities of the IDAM Engineer are:

Support the delivery of a transformational new user registration process;
Guidance and advice as part of the implementation of the transformational
new user registration process;
Work with AUSTRAC SMEs on ForgeRock component configurations,
service checks and ensure service stability for current and future workloads;
Design, develop, test & implement identity management frameworks,
systems and protocols;
Develop, implement and manage IAM systems including: SSO,
authentication and access controls to ensure security, confidentiality,
integrity and availability of IAM systems and data.
Develop and manage patterns for application deployment that manage
security at every level.
Ensure that all procured and / or developed IAM systems are implemented
properly and function as intended.

The IDAM Engineer will have the following skills and experience: 

Mandatory

Minimum 2 years of hands on experience with the ForgeRock
Identity platform (including Access Management and Identity
management modules)
 Experience working in a secure government environment (federal,
state or similar)
Extensive hands on experience with identity and access
management, including;

Open standards;
Best practices and procedures; and
Various software solutions.

Design, implementation and maintenance experience with the
ForgeRock product suite.
Experience performing deployments in highly secure and highly
available environments.
Extensive experience in troubleshooting, identifying and resolving
technical identity and access management related issues.

Desirable

Experience in continuously improving identity and access
management solutions and systems for protection against evolving

Hiring organization
AUSTRAC

Employment Type
Contractor

Beginning of employment
1 July 2025

Duration of employment
Initial 6 months contract

Valid through
22.05.2025
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threats.
Knowledge of automation and Dev/Ops practices.
The ability to work collaboratively with business driven project teams
as well as infrastructure teams  

Location of services: Sydney and/or Canberra

Clearance required: NV 1
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